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The World’s Most Deployed NGFW
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FortiGuard: Detekce hrozeb
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Segmentation Use Case
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Proprietary ASICs
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NP7

FORTICP7 1313 P909 J

Network processors operate
inline to deliver unmatched
performance for network
functions and hyperscale for
stateful firewall functions.
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SP5

T6WYOSBG-0001 J

The security processor
consolidates network and
content processing, delivering
fast application identification,
steering, and overlay
performance.
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CP9

FORTICP9 1528 P902 J

As a co-processor to the main
CPU, content processors
offload resource-intensive

processing and drive content

inspection to accelerate
security functions
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Secure Networking LAN Edge

Smart scalable networks converged with security

Thin Edge

FortiGate

Branch

FortiGuard

Datacenter More Secure
Natively integrated networking and security,
enabling uniform automatic security policies
and enforcement across all aspects of the
enterprise network.
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More Secure

Fortivay

Q)

FortiAP  /
¢

Smarter
FortiOS intelligence enables Zero Trust
security through automated services, including
NAC, segmentation, threat containment,
isolation, and virtual patching.

Smarter Easier

loT visibility
and control

FortiManager

FortiAIOPs

FortiLink /

< A

FortiMonitor

Easier

Al-powered automation, delivered through
a unified platform, both measures and
optimizes the performance, management,
and deployment of LAN, WAN, and security.
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Secure SD-Branch
Securing and Simplifying Distributed Enterprise Through Convergence

SD-WAN secure business outcome driven WWAN
« Simplifies traditional WAN complexity

» Better cloud application performance
* 5G/LTE Wireless WAN

Secure LAN Edge protecting the access edge
« Consolidation through convergence of

security and network access ECQ)
NAC protecting the device edge User
» Discovery, classification, and secure S
onboarding of loT devices Guest

Al driven Management and Automation l
» Single pane of glass management

Al for Networking Unified
(AIOPS) Management
Device LAN
Edge Edge
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Solution Features




FortiLink

Direct control, configuration, and management through FortiOS

Configuration Control Management

* Agile deployment auto discovery * Extends the next-generation » A significant step beyond

firewall (NGFW) features and centralized management

INEREBIET S HAN . Included with FortiOS, no

additional licenses
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FortiLink

Pocet spravovanych AP / switch - datasheet hodnota. Bez licence
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Product Matrix

FortiGate® Network Security Platform - *Top Selling Models Matrix

Firewall Throughput
(1518/512/64 byte UDP)

IPsec VPN Throughput (512 byte) ! 3.5Gbps 4.4 Gbps 4.5 Gbps 6.5 Gbps 6.1 Gbps

IPS Throughput (Enterprise Mix) 2 800 Mbps 1Gbps 2.25 Gbps 1.4 Gbps 1.4 Gbps

NGFW Throughput (Enterprise Mix) 24
Threat Protection Throughput (Ent. Mix) %5

FG/FWF-306 *

4/4/3.9
Gbps

570 Mbps
500 Mbps

FG/FWF-40F »

5/5/5
Gbps

800 Mbps
600 Mbps

FG/FWF-50G *

5/5/4
Gbps

1.25 Gbps
1.1 Gbps

FG/FWF-60F

10/10/6
Gbps

1 Gbps
700 Mbps

June 2025

FG-70F

10/10/6
Gbps

1Gbps
800 Mbps

Firewall Latency 2.87 us 2.97 us 2.42 us 33 s 2.54 us
Concurrent Sessions 600 000 700 000 720 000 700 000 1.5 Million
New Sessions/Sec 30000 35000 85000 35000 35000
Firewall Policies 2 000 2000 2000 2 000 5000
Max G/W to G/W IPSEC Tunnels 200 200 200 200 200
Max Client to G/W IPSEC Tunnels 250 250 250 500 500
SSL VPN Throughput — 490 Mbps ™ — 900 Mbps ™ 405 Mbps
(Recommended Maximum, Tunnel Mode) - Lt - 2 26
SSL Inspection Throughput (IPS, avg. HTTPS) 3 400 Mbps 310 Mbps 1.3 Gbps 630 Mbps 700 Mbps
Application Control Throughput (HTTP 64K) 2 830 Mbps 990 Mbps 2.8 Gbps 1.8 Gbps 1.8 Gbps
“Max FortiAPs (Total / Tunnel) 16/8 1678 678 6432 64732
Max FortiSwitches 8 8 8 24 24
Max FortiTokens 500 500 500 500 500
Virtual Domains ( Default/Max) — 10/10 SES) 10 /10 10/10
Interfaces 4x GE RJ45 5x GE RJ45 5x GE RJ45 10x GE RJ45 10x GE RJ45

© Fortinet Inc. All Rights Reserved.
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FortiLink NAC

Secure onboarding of devices

Simplicity

» Easy deployment, no design
changes, no overlay

» Defaults are ready to go

O

Visibility

» Automatic discovery of endpoints
and devices

* FortiGuard loT service available

Security

* Policy application

» Enable devices on port(s)
or entire network

» Actions can be port or
device specific

© Fortinet Inc. All Rights Reserved.
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Virtual Patching @

Isolate and Protect Vulnerable Devices

O
@ 83

Identify Vulnerabilities Isolate Virtual Patch
« FortiGate scans for vulnerable « FortiLink NAC isolates device into « |PS Virtual patching dynamically
systems connected to the LAN separate VLAN segment applied to protect device at port

Dynamic policy assignment based level.

on device vulnerability status » This patch prevents exploit of
vulnerability

* |ldentifies unpatched vulnerabilities
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Solution Components




Secure SD-WAN

Enhance user experience and business productivity

Secure

Securely connecting
users to their
business-critical
applications and
workloads

Intelligent

Dynamic intelligent
traffic steering
Continuous Gen Al
augmented learning
with support for over
5K apps

Reliable

Self-healing real-time
optimization scalable
to thousands of
locations without
performance impact

cIL

Q10
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FortiSwitch Secure Ethernet Switching

A secure approach to Ethernet

Secure

NGFW security
visibility and
control to Ethernet
networking

Simple

Zero touch
deployment

Easy to manage
whether integrated
or standalone

Scalable

Deployments from
the smallest branch
to largest campus

F——=T"“=F——T IfF aET_

© Fortinet Inc. All Rights Reserved.

19






FortiAP Secure Wireless LAN

A secure approach to Wi-Fi networking

Secure

SSIDs directly
controlled and
secured by
FortiOS

Flexible

Manageable via
FortiGate, Cloud, or
SASE, on-prem,
hardware or VM

Resilient

Quad radio design for
access +
troubleshooting

Intelligence at all
levels for peak
connectivity

(@)
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NAC

Visibility intelligence control

FortiLink NAC

Free Feature of Fortinet LAN
Edge leveraging FortiOS
profiling as well as FortiGuard
service if needed

FortiNAC

Robust product offering
supporting multivendor
environments, bringing them
into the Security Fabric

© Fortinet Inc. All Rights Reserved.
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5G Wireless WAN

Enhanced Network Uptime, High Availability, and Disaster Recovery with FortiExtender

Uptime

Improve network
reliability 5X
Migrate from MPLS
17X faster

Reduce network
costs up to 90%
Provision branches
270% faster

High Availability

+ VRRP provides HA with

minimal hardware

+ Automatically turns

passive IP passthrough
gateway into full NAT
firewall during NGFW
outage

+ Restore passive device

when systems restored

Disaster Recovery

« Out of Band

management for branch
device management
during outage

- Leverage FortiExtender

console port or USB port
for OOB and maintain
SLAs

llll
5G

© Fortinet Inc. All Rights Reserved.
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(§) Convergence of Networking and Security

é Requirements @ Convergence @ High ROI & Low TCO

° % One Console
SD-WAN -%-

Wireless (((.))) %
: . One Config
Switching :><: .
@: Fewer Licenses
NAC Simplified
Operations

e fa) R
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SECURITY

POSTURE %i

Fabric Device A
Protection Lot

Vulnerability
..... Management
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fortiswitch datasheet

Data Sheet
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Fortinet

https://www.fortinet.com > fortis... - PfeloZit tuto stranku 3
FortiSwitch Secure Access Series Data Sheet ‘/
Security, Ease of Use, and Scalability. The FortiSwitch™ Access Family is tailored to meet the unique FortiGate, FortiEdge Cloud, or SASE-managed access points
demands of enterprise branch offices and small businesses. Sty Sttt sbedanbiag:

Fortinet Fi:RTine

https://iwww.fortinet.com » fortis... - PfeloZit tuto stranku : F::RTINET Highiights

npht

FortiSwitch™ Secure Campus Data Sheet

The FortiSwitch™ campus family offers an unparalleled combination of secu

manageability, making it the ideal choice for the enterprise ...

-— . ———

Security, Ease of Use, and Scalability

- © Fortinet Inc. All Rights Reserved. 31



QEE Fortinet Secure LAN

Key Takeaways

@ Simplicity
@ Visibility and Control
of every user and device

No complex licensing

Zero Touch Deployment
and Orchestration

Management of Security
and Access via single console

Built-In Intelligence

© Fortinet Inc. All Rights Reserved.
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