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FortiAI Solutions Supports Broad Range of Use Cases

FortiAI is embedded into the Security Fabric
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AI
For SD-WAN

Hi there, can you check if any SD-WAN configuration

is present on my system right now?

OK, can you show me what devices are managed,

and their geographic location?
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AI
For SD-WAN

Great, thanks. I have an SD-WAN topology diagram I drew – 

can you help generate an SD-WAN template to deploy?
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AI
For SD-WAN

Yes, confirmed,

please proceed.

Thanks. Please go ahead 

to install the configuration.
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AI
For SD-WAN

Oh, there looks like there’s a problem with Branch 1.

Are you able to diagnose the connectivity issue?

Yes, 

please proceed.
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AI
For SD-WAN

Perfect, it’s working. Next I’d like to enable SASE 

for remote access to this network. 
Can you enable the FortiSASE connector?
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AI
For SASE

OK, can you please connect these SASE nodes

to my SD-WAN network? 

Yes, 

please go ahead.
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AI
For SASE

Thanks, looks correct. To simplify the map view, 

please mute all tunnels which are performing correctly.

Perfect, 

thanks for your help.
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AI
For SASE

OK, 

please enable Zero Trust.
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AI
For AIOps

Yes, please retrieve the analysis of this location 

from AIOps.
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AI
For AIOps

Are you able to fix this?Yes, please proceed.Perfect, thanks.
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What is 

Agentic AI?

AI systems designed to act autonomously,

making decisions and taking actions, 

often focusing on goal-oriented behavior 

and adapting to changing circumstances.

Assisted Navigation & Monitoring

SD-WAN Configuration Generation

SD-WAN Monitoring

SASE Management

ZTNA Analysis & Auto Generation

Monitoring via AIOps Engine

Wireless Corrective Actions

Recap
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AI
For AIOps

FortAI, 

can you help me to fully investigate this incident?
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AI
For FortiAnalyzer

FortAI, 

can you help me to fully investigate this incident?
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FortAI, 

can you help me to fully investigate this incident?

Analyzing Output

Lookup Endpoint on EMS

Private IP Address Alert

NEXT STEP
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AI
For FortiAnalyzer

FortAI, 

can you help me to fully investigate this incident?
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FortAI, 

can you help me to fully investigate this incident?

Analyzing Output

Lookup public IP via FortiTIP

Suspicious Public IP

NEXT STEP
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AI
For FortiAnalyzer

FortAI, 

can you help me to fully investigate this incident?
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FortAI, 

can you help me to fully investigate this incident?

Analyzing Output

Correlate incident across 

FortiAnalyzer Data Lake to discover

other infected endpoints.

Confirmed Infected

NEXT STEP
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AI
For FortiAnalyzer

FortAI, 

can you help me to fully investigate this incident?
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FortAI, 

can you help me to fully investigate this incident?

Analyzing Output

Investigate breach details 

on the original server.

Outbreak Detected

NEXT STEP
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AI
For FortiAnalyzer

FortAI, 

can you help me to fully investigate this incident?
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FortAI, 

can you help me to fully investigate this incident?

Analyzing Output

Generate incident report and

recommendations for action.

Brute Force Attack Detected

NEXT STEP
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AI
For FortiAnalyzer

FortAI, 

can you help me to fully investigate this incident?
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FortAI, 

can you help me to fully investigate this incident?

Would you like

me to proceed? 
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